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1. INTRODUCTION

In the contemporary digital age, digital literacy is becoming progressively vital alongside the expanding
accessibility of information technology. An individual's ability to understand and use technology effectively
largely determines how they interact with the virtual world. According to Widorekno, et al (Widorekno et al.,
2021) said that the concept of digital literacy can overshadow and become an important foundation for later
understanding with technological devices (Salsabilla et al., 2023).

However, with this ease of access, new challenges have also arisen, one of which is corrupt practices that
can occur in the digital realm. Therefore, it is important to integrate digital literacy with Pancasila values in an
effort to ward off corruption in cyberspace. In the context of social and economic development, corruption is
a serious problem that hinders the development of a country. A review of the literature on corruption not only
reveals its various forms and causes, but also its negative impact on society. Understanding the dynamics of
corruption through a comprehensive literature review is expected to find effective solutions to combat
corruption and encourage transparency and accountability in various sectors (Sugiyanto & Ramadhani, 2024;
Suyitno et al., 2024).

Pancasila as the basis of the Indonesian state contains values that focus on justice, equality, and morality.
These values are very relevant to be applied in a digital context where information can be easily disseminated
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and used for personal interests. The application of Pancasila values in digital literacy is expected to form a
critical and ethical attitude among internet users. Through anti-corruption literacy activities, students
participate in being able to prevent corruption (Suyitno et al., 2024). Thus, individuals will not only become
passive consumers of information but also be active in tackling corrupt practices.

One of the important aspects of digital literacy is the ability to analyze information and recognize credible
sources. In cyberspace, information is often unverified and can be misleading. Therefore, the application of
Pancasila values, which prioritize truth and honesty, is very necessary so that individuals can identify and reject
potentially harmful information. Education has an important role in shaping the next generation with integrity,
but a holistic and collaborative approach is needed to face the challenges of this era (Fernando et al., 2022;
Hasan et al., 2024; Ruyadi et al., 2023). This will help create a healthier and more transparent digital
environment.

In addition, digital literacy also includes the ability to participate in online discussions and activism. By
prioritizing the values of Pancasila, the community can be invited to play an active role in fighting corrupt
practices. This participation includes not only reporting acts of corruption, but also a broader awareness
campaign on the importance of integrity in the digital world. Therefore, strengthening Pancasila-based digital
literacy is a strategic step in tackling corruption. According to Hasan, et al (2024) said that corruption is a great
threat to the safety of the nation and state, so there are many cries for immediate and strict action against
corruptors.

Overall, this study aims to explain how digital literacy based on Pancasila values can contribute to
countering corruption in cyberspace. Regarding the values contained in Pancasila, namely divinity, humanity,
national unity, and justice, these values are the foundation of society, nation, and state life (Sari et al., 2023)
With a literature review approach, it is hoped that a deeper understanding of the relationship between digital
literacy and Pancasila values will be obtained, as well as its implications for efforts to create a more ethical
and responsible digital space.

2. METHOD

This study uses a literature review method to analyze the relationship between digital literacy and
Pancasila values in an effort to ward off corruption in cyberspace. The process begins with the collection of
relevant sources including journal articles, books, and research reports related to the topic. Source selection
criteria include relevance, credibility, and reliability with a focus on peer-reviewed and up-to-date publications.
After collecting literature, the analysis was carried out by identifying the main themes and relating them to the
socio-cultural context of Indonesia. The results of this analysis are then discussed to explore the implications
of Pancasila-based digital literacy in facing the challenge of corruption, ending by formulating conclusions and
recommendations for further research and public policy. This research will employ a comprehensive literature
review to examine the interplay between literacy, Pancasila values, and the prevention of corruption in the
digital age. The review will delve into existing studies, scholarly articles, and relevant government policies to
identify key trends, gaps, and best practices. A systematic approach will be used to select and analyze literature,
focusing on themes such as digital literacy, critical thinking skills, ethical considerations, and the role of
Pancasila in shaping responsible digital citizenship.

3. RESULTS AND DISCUSSION

Definition and Importance of Digital Literacy

Digital literacy refers to the ability of individuals to search, evaluate, and use information effectively
in a digital environment. In the Indonesian context, digital literacy is crucial considering the increasing use of
the internet and social media. Good digital literacy not only helps people in obtaining accurate information but
also equips them with critical skills to assess content circulating in cyberspace. The nation's next generation
will be formed to be able to face competition in the era of technological advancement like today (Cynthia &
Sihotang, 2023). This is important to prevent the spread of information that can be used for corrupt purposes
such as fraud or the spread of fake news.

The importance of digital literacy also lies in its ability to empower individuals to actively participate
in the digital space. With a good understanding of how digital platforms work, people can be more involved in
constructive discussions and activities such as social campaigns or surveillance of corrupt practices. This active
participation not only raises awareness of social issues but also builds a collaborative network that can drive
positive change in society. High digital literacy can reduce the risk of individuals becoming victims of fraud
or misuse of information. In cyberspace, various forms of cybercrime such as phishing, online fraud, and data
manipulation are increasingly prevalent. With good digital literacy, individuals can more easily recognize signs

Literacy and Pancasila: Counteracting Corruption in Cyberspace (Maswir maswir)



28 O ISSN: XXXX-XXXX

of potential threats and take appropriate preventive measures. This not only protects oneself but also contributes
to the overall safety of the community.

Finally, investment in digital literacy should be a priority for governments and educational
institutions. Training and education programs that target different levels of society can help build a strong
foundation for digital literacy. With an inclusive approach, it is hoped that digital literacy can be an effective
empowerment tool in facing information challenges in the digital era and reducing the negative impact of
corruption and the spread of inaccurate information.

The Relevance of Pancasila in the Digital Era

Pancasila values, which prioritize social justice, morality, and ethics, are very relevant to be applied
in the digital era. The results of the analysis show that the principles of Pancasila can form an ethical attitude
in the use of information technology. For example, the values of divinity and humanity that are just and
civilized encourage individuals to act with integrity and responsibility in cyberspace. Ruyadi and Suyitno et al
(2023; 2024) revealed that the current generation can provide a new perspective and be able to maintain the
existence of the Pancasila ideology that does not fade from its values. Pancasila can be used as a guideline in
the development of policies that aim to create a safe and transparent digital space where every user feels
responsible for fighting corrupt practices.

Pancasila-Based Digital Literacy Implementation Strategy to Counteract Corruption

The application of digital literacy based on Pancasila values requires a comprehensive approach. First,
digital literacy education must be integrated into the school curriculum to build awareness from an early age
about the importance of ethics in cyberspace. Second, public awareness campaigns need to be carried out to
educate the public about the impact of corruption and the importance of active participation in maintaining
digital integrity. Third, collaboration between governments, civil society, and the private sector is essential to
create a digital platform that supports transparency and accountability. With these steps, it is hoped that digital
literacy based on Pancasila can be an effective tool in tackling corruption in cyberspace. Thus, these results
and discussions confirm that digital literacy and Pancasila values have great potential to contribute to creating
a cleaner and ethical digital environment.

4. CONCLUSION

This research shows that digital literacy based on Pancasila values has an important role in warding
off corruption in cyberspace. Digital literacy gives individuals the ability to critically evaluate and use
information, which is indispensable in an information age full of challenges. By applying the principles of
Pancasila, the public can be directed to behave ethically and responsibly in the use of technology so as to create
a more transparent and accountable digital space.

In addition, the integration of digital literacy in the educational curriculum and public awareness
campaigns is a strategic step to build awareness of the dangers of corruption. Through collaboration between
the government, the community, and the private sector, it is hoped that a digital environment can be realized
that supports integrity and prevents corrupt practices. Overall, the synergy between digital literacy and
Pancasila is the key to creating a society that is not only technologically literate but also ethical in interacting
in cyberspace.

Future studies might explore the role of educational institutions and government initiatives in
promoting digital literacy programs that are aligned with national ideals, ensuring that citizens are not only
digitally competent but also ethically responsible. Furthermore, understanding the impact of Pancasila as a
guiding framework for online behavior could reveal new pathways to developing digital citizenship initiatives
aimed at reducing corruption and promoting transparency in cyberspace. Such research could provide
actionable insights for policy development and the creation of digital platforms that prioritize both
technological empowerment and ethical conduct.
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